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Abstract—This brief presents an energy-efficient elliptic curve
cryptography (ECC) processor for Internet of Things (IoT) secu-
rity applications. The proposed processor supports dual-field
computations, and employs various design techniques across the
algorithm, architecture, and arithmetic circuit levels to minimize
power and energy consumption. The proposed elliptic curve point
multiplication (ECPM) algorithm employs signed binary repre-
sentation (SBR) with the m-ary method to reduce both area and
energy consumption, while avoiding attack from simple power
analysis (SPA). In addition, the proposed hybrid modular arith-
metic architecture effectively increases the hardware utilization
to reduce both area and energy cost. Finally, the proposed pro-
cessor uses an energy-efficient data flow to further minimize
memory overhead for group operations. The proposed ECC pro-
cessor achieves 51.6% and 50.5% lower energy consumption for
each GF(p) and GF(2m) ECPM operation, respectively, when
compared to state-of-the-art ECC designs.

Index Terms—Elliptic curve cryptography (ECC), hardware
security, low power, energy-efficient, dual field, side-channel
attacks, Internet of Things (IoT).

I. INTRODUCTION

ASYMMETRIC cryptography, or public-key cryptography
(PKC), is developed to avoid the key distribution issues

of traditional symmetric cryptography. Compared to other pop-
ular PKCs such as RSA and Diffie-Hellman key exchange,
elliptic curve cryptography (ECC) offers a relatively higher
security level with a shorter key size [1]. As a result, ECC has
been employed to secure the Internet of Things (IoT) devices
for various kinds of applications such as NFC [2], WAVE [3],
and DSA [4]. Since the available energy in an IoT device is
highly limited, hardware implementation of ECC is a more
practical approach than software-based solutions.
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Conventional ECC hardware implementations focus mainly
on the improvement of throughput performance [5], [6]. ECC
implementations specifically designed over the binary exten-
sion field exhibit substantially lower hardware complexity than
their prime field counterparts, but their application space is
substantially limited [5], [7]. Most of the design techniques
aim for the optimization of modular arithmetic operations to
speed up the performance [5], [6], [8]. For example, [6] and [8]
minimized the cost of expensive modular division (MD) with
alternative computation flows. Instead of performing a full
modular reduction, the partial modular reduction method can
be employed to lower the complexity of modular multipli-
cation (MM) [6]. Additional performance improvement can
be achieved with parallel and/or pipelined processing archi-
tecture [7]–[9]. However, neither do these designs realize an
energy-efficient ECC implementation for IoT applications, nor
do they consider the whole optimization space across the algo-
rithm, architecture, and arithmetic circuit levels for further
performance enhancement.

On the other hand, the private data stored in an unprotected
IoT device could be extracted through side-channel attacks
(SCA) during ECC computation [10], [11]. Among all kinds
of SCA schemes, simple power analysis (SPA) is the sim-
plest SCA method that directly observes the power profiles of
devices to obtain secret key information. Since the standard
double-and-add algorithm used in elliptic curve point mul-
tiplication (ECPM) involves non-identical group operations
based on the private key, the resulting power consumption
has a distinct profile that matches the actual key value. As
a result, the attacker can perform SPA to easily obtain the
key information. To prevent the SPA attack, double-and-add-
always (DAA) algorithm is usually employed by inserting
dummy elliptic curve point addition (ECPA) during ECPM
operations [12]. While DAA can effectively eliminate the
power variation and the corresponding information leak via
SPA, the additional dummy operations severely degrade both
the computation performance and energy efficiency. Another
popular SPA-resistant scheme, the m-ary method, avoids using
redundant operations while eliminating the power variation by
storing the pre-computed points [13]. However, the associated
implementation complexity is significant and causes additional
power and energy consumption.

In this brief, an energy-efficient, SPA-resistant ECC pro-
cessor that supports dual-field computations for IoT security
applications is presented. The proposed processor exploits
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various design approaches across the algorithm, architecture,
and arithmetic circuit levels to maximize energy efficiency.
The proposed ECPM algorithm realizes SPA resistance with
high area and energy efficiency by combining signed binary
representation (SBR) with the m-ary method. Moreover, the
proposed hybrid modular arithmetic architecture in which each
arithmetic unit cooperatively performs modular operations
significantly enhances the hardware utilization and energy effi-
ciency. Finally, the processor employs an energy-efficient data
flow that effectively minimizes memory overhead during group
operations. Compared to the previous designs, the proposed
ECC processor has a substantially lower area, and lower power
and energy consumption with comparable speed performance.
This makes it a promising candidate for resource-constrained
IoT security applications.

The remainder of this brief is organized as follows.
Section II introduces the proposed energy-efficient ECPM
algorithm with SPA resistance. The hardware architecture
of the proposed ECC processor is presented in Section III.
Section IV gives FPGA and ASIC implementation results of
the proposed ECC processor. Section V concludes this brief.

II. PROPOSED ECPM ALGORITHM

The traditional m-ary method with a window size w
decomposes an ECPM computation into two operation
phases: pre-computation phase and evaluation phase. During
the pre-computation phase, multiples of the base point P,
2P, 3P, . . . , (2w − 1)P, are first calculated and stored. This
requires (2w − 2) ECPA and one elliptic curve point double
(ECPD) operations. During evaluation, the complete ECPM
is then performed based on the binary representation of the
private key from the most significant window to the least sig-
nificant window, with w ECPD operations followed by one
ECPA operation in each window. Because of this operation
regularity, the m-ary method is immune from SPA attack.
Moreover, it realizes fewer ECPA operations and thus higher
performance than the DAA algorithm. However, the associ-
ated memory overhead and hardware complexity with m-ary
method is substantial. In addition to the storage of the pre-
computed points, extra computations and memory are required
to maintain SPA resistance specifically for the cases when the
zero bit length of the most significant sequence in the private
key is longer than the window size, or when the window value
is equal to zero. This severely increases the implementation
cost and overall energy consumption.

In order to reduce the implementation cost and energy con-
sumption while achieving SPA resistance, we propose to intro-
duce an additional key-encoding phase to the m-ary method
during ECPM computation. Algorithm 1 shows the proposed
ECPM algorithm using the m-ary method encoded with signed
binary representation (SBR), SBR m-ary algorithm. Instead of
using the original key with 1 and 0 representation for pre-
computation in the traditional m-ary method, the proposed
SBR m-ary first transforms the private key into SBR with
1 and −1 before pre-computation. Since every SBR-encoded
window consists of only odd numbers, the proposed SBR
m-ary needs to compute and store only odd points during pre-
computation. Moreover, because SBR ensures that the most

Algorithm 1 Signed Binary Representation m-Ary Method
Input: a point P, an integer K = (Kl−1, . . . , K1, K0) and a window
w ≥ 2
Output: KP
Key-encoding Phase:

1: K′ ← (1, Kl−1, . . . , K2, K1)2
2: Return K′ = K+1 =∑d−1

i=0 ai2iw where ai ∈ {±1, . . . ,±(2w−
1)}

Pre-computation Phase:
1: P1 = P, P2w−1 = 2P
2: for i = 3 to 2w − 1 by 2 do Pi = Pi−2 + P2w−1

3: Q′ = O
Evaluation Phase:

1: for i = d − 1 to 0 by −1 do
2: Q′ = 2wQ′, which requires w ECPD
3: Q′ = Q′ + Pai

4: Q0 ← Q′ − P
5: Q1 ← Q′
6: Q← QK0
7: Return Q

TABLE I
COMPARISONS OF ECPM OPERATION CYCLE AND STORAGE

BETWEEN DIFFERENT ECPM ALGORITHMS

significant bit of the encoded private key K′ and the window
value are never equal to zero, the additional computations and
memory required to maintain SPA resistance specifically for
the critical cases mentioned above with the traditional m-ary
method can be avoided. On the other hand, since the imple-
mentation of SBR encoder requires only a shifter circuit, and
the point inversion is trivial in ECC, the proposed SBR m-ary
algorithm introduces nearly zero additional implementation
overhead when compared to traditional DAA and the m-ary
method. Table I summarizes and compares the operation cycle
and the required storage size between DAA, the m-ary method,
and the proposed SBR m-ary algorithm. The proposed SBR
m-ary realizes twice the reduction in both memory size and
operation time at the pre-computation phase when compared
to the traditional m-ary method. To demonstrate the advan-
tages of power and energy efficiency of the proposed approach,
Fig. 1 shows the simulated performance results of different
ECPM algorithms for a 192-bit ECC implementation with a
window size w = 4. The ECC design based on the proposed
SBR m-ary algorithm demonstrates 10.9% and 13.2% lower
power and energy consumption than other approaches.

III. PROPOSED ECC HARDWARE ARCHITECTURE

Traditional ECC hardware implementations for high-speed
applications usually avoid the use of the affine coordinate
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Fig. 1. Simulated performance results of different ECPM algorithms, where
each result is normalized by the result of the m-ary method.

Fig. 2. Performance comparisons of ECC designs using different coordinate
systems with l = 192 and w = 4. The right axis represents the total energy
consumption normalized by the result of the projective system, while the left
axis represents the normalized energy consumption contributed by ECPA and
ECPD operations, respectively.

system due to the associated divider circuit cost [5], [7]. For
energy-constrained IoT applications, however, the affine coor-
dinate system emerges as a better solution to energy-efficient
ECC implementation. Fig. 2 shows the performance compar-
isons of ECC designs based on different coordinate systems.
The simulation results show that compared to other coordinate
systems [14], the affine coordinate system consumes substan-
tially less energy contributed by ECPA and ECPD operations.
As a result, the ECC design based on the affine coordinate
system realizes 42% lower energy per ECPM operation despite
having expensive division operations.

Fig. 3 shows the proposed energy-efficient dual-field ECC
architecture employing the proposed SBR m-ary algorithm
and affine coordinate system. It consists of a key encoder,
a Galois field arithmetic unit (GFAU), and an ECC con-
troller. The key encoder converts the private key to SBR as
shown in Algorithm 1. The GFAU performs modular arith-
metic operations in both prime and binary fields. The ECC
controller coordinates different modules, schedules data flow,
and executes the entire ECC scheme.

A. Galoid Field Arithmetic Unit (GFAU)

The proposed GFAU consists of several modular arithmetic
units to support dual-field computations. Instead of using the
conventional design approach that optimizes each individual
arithmetic unit independently, the proposed GFAU employs an
optimization approach that jointly optimizes arithmetic units

Fig. 3. Proposed energy-efficient dual-field ECC architecture.

Fig. 4. Proposed hybrid modular arithmetic datapaths.

together to maximize the overall hardware utilization and
energy efficiency. This leads to a hybrid modular arithmetic
architecture in which each arithmetic unit cooperatively per-
forms efficient arithmetic operations with a delicate resource
sharing scheme. As illustrated in Fig. 4, the proposed GFAU
employs only five l-bit registers for all modular arithmetic
operations over both prime and binary fields. Fig. 4 also
illustrates different arithmetic operations and the correspond-
ing data flows with the proposed hybrid modular arithmetic
architecture.

1) Modular Addition (MA) and Modular Subtraction (MS):
The inputs a and b are first stored in the registers R and S
(U and V), and then processed through the modular adder
(subtractor) for the computation of a + b (mod p)(a − b
(mod p)).

2) Modular Multiplication (MM): The inputs a and b are
stored in the registers S and V instead. The adder originally
used for MA and the modular shifter together perform the
computation (a+ b[i])/2 (mod p) with multiple folded steps
to complete an MM operation.

3) Modular Division (MD): The MD in the proposed
GFAU is based on the Montgomery division algorithm [15]
in which the inputs a and b are stored in the registers S and
V, while the registers U and R are initialized with the prime
p and 0. The modular adder and subtractor for MA and MS
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Fig. 5. Proposed data flow of the ECC controller.

Fig. 6. Comparison of energy consumption with different optimization steps.

are again re-used to perform the extended Binary GCD algo-
rithm during the Phase-1 MD step with four registers U, V,
R, and S. The modular reduction operation during the Phase-2
MD can be efficiently completed by re-utilizing the modular
shifter originally dedicated only to MM with the registers S
and V initialized with zero value. As a result, the modular
reduction circuit traditionally required for MD operation can
be completely eliminated.

By employing the proposed hybrid modular arithmetic
architecture, the cost of MM and MD operations are sub-
stantially reduced without the need for dedicated multiplier
and divider modules. Therefore, the proposed GFAU with
hybrid modular arithmetic architecture achieves an 29.7%
reduction in energy consumption when compared to the con-
ventional GFAU design, which is realized by implementing
Montgomery multiplication algorithm and division algorithm
[15] with dedicated modular multiplier and divider units.

B. ECC Controller

The proposed ECC controller is composed of a Montgomery
domain converting unit, an ECPD, and an ECPA processing
unit. The domain converting unit first transforms the base
point P(Px, Py) and the related elliptic curve parameters into
Montgomery domain, and also inverts the final computation
result KP, back to the normal integer domain. The proposed

TABLE II
FPGA IMPLEMENTATION RESULTS

ECC controller architecture employs a data flow and a com-
putation scheme that optimize both the memory access and
storage for maximum utilization rate, as shown in Fig. 5. The
proposed ECC controller requires only four l-bit registers with
almost full utilization rate. With the proposed data flow and
computation scheme, the ECC controller achieves 11.9% lower
energy consumption when compared to traditional methods.

C. Summary

By applying all optimization techniques described above,
we can reduce the energy consumption of the ECC pro-
cessor by up to 31.5%. As shown in Fig. 6, the energy
of the proposed ECC processor is reduced by 13.2% using
the proposed SBR m-ary ECPM algorithm. Together with
the proposed hybrid modular arithmetic architecture, the total
energy reduction reaches 29.1%. Finally, when the optimized
data flow is further utilized in the controller, 31.5% of the total
energy consumption can be reduced.

IV. IMPLEMENTATION RESULTS

A 192-bit dual-field ECC prototype with the proposed
design approaches was synthesized using Quartus Prime
18.1, and implemented and verified on Altera Stratix IV
EP4SGX230C2 FPGA platform. Table II summarizes the
FPGA implementation results of ECC designs in which differ-
ent optimization methods have been employed. The areas of
ALUTs and registers are both reduced accordingly with dif-
ferent optimization techniques, which is consistent with the
simulation results shown in Fig. 6. The total implementa-
tion cost has been significantly reduced by 27.0% with the
proposed SBR m-ary ECPM algorithm and the optimization
techniques used in GFAU and ECC controller.

Since it is difficult to compare the power and energy results
of ECC designs implemented on different FPGA platforms,
the proposed ECC processor was also implemented in ASIC
with TSMC 90-nm CMOS technology for further performance
characterization and comparison. The power and energy results
are obtained using Synopsys Prime-Time EDA tool. Table III
summarizes the ASIC implementation results and performance
comparisons with state-of-the-art designs. The proposed dual-
field ECC processor realizes a more compact design with
comparable speed performance, while consuming the lowest
amount of energy and power. In terms of energy-area product,
which is a useful performance metric to evaluate the hard-
ware efficiency for resource-constrained IoT applications, the
proposed design substantially outperforms other ECC imple-
mentations by a factor of 2.39 and 2.69 over the prime and
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TABLE III
ASIC IMPLEMENTATION RESULTS AND COMPARISONS

Fig. 7. Measured power trace of the proposed ECC processor. Two sets of
operations, each consisting of four ECPD (D) and one ECPA (A) operations,
are highlighted in boxes.

the binary fields, respectively. To demonstrate the SPA resis-
tance, Fig. 7 shows the measured power trace of the proposed
ECC processor. In each iteration, four ECPD and one ECPA
operations are regularly performed irrespective of the private
key. The proposed ECC processor demonstrates low power
and energy consumption with SPA resistance, which makes it
a promising solution to securing the IoT devices.

V. CONCLUSION

An ECC hardware implementation for energy-constrained
IoT applications must consume low power and energy with
high reliability. In this brief, an energy-efficient ECC pro-
cessor is presented to support dual-field computations with
SPA resistance. The proposed design uses the SBR m-ary
algorithm to achieve both efficient and secured ECPM compu-
tations. The proposed hybrid modular arithmetic architecture
significantly enhances the hardware utilization, which reduces
both area and energy costs. The processor further employs an
energy-efficient data flow to minimize the memory overhead.
The ECC hardware implementation using the proposed design
techniques achieves energy reduction of 51.6% and 50.5% for
each GF(p) and GF(2m) ECPM operation, respectively, when
compared to state-of-the-art ECC designs.
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